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A SERVER NODE WITH INTERATED NETWORKING CAPABILITIES 

FIELD OF THE INVENTION 

This invention relates to servers in general, and more specifically to a server node 
5 with integrated networking capabilities, such as switching, routing, load balancing and 
fail-over capabilities. 

BACKGROUND OF THE INVENTION 

Network applications have placed greater demands on network servers. These 
10 demands include greater reliability, increased capacity, and the ability to easily scale to 
meet increasing demand. For example, Internet Service Providers (ISPs) require server 
networks which are scalable and highly fault tolerant. 

One popular method of meeting reliability and scalability requirements is to 
construct server farms where several servers are combined to function as a single unit. 
15 Figure 1 is a block diagram illustrating a prior art approach to combining multiple 

servers. In this example, six servers, S1-S6, are combined into a server farm. All servers 
S1-S6 are then connected to a shared switch 100. 

Implementing such a server farm requires additional equipment. Figure 2 is a 
block diagram illustrating a prior art server farm architecture. In this example, servers SI 
20 - S6 are combined and connected to switch 200. The switch 200 is then connected to a 
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router 202 through a load balancer 201. The router 202 is also connected to a modem 
pool 204 and external networks such as the Internet 203. 

However, this approach has some drawbacks. First, the various pieces of 
equipment such as servers, switches, routers and modems all take up space. Since, in 
5 many applications space is at a premium, a small footprint is needed. Secondly, switches 
have a limited number of ports. Therefore, scalability is somewhat limited. In order to add 
servers beyond the number of ports available on a given switch, additional switches will 
be required. This in turn may require the addition of more load balancers and routers. 
Additionally, a switch creates a single point of failure. Failure of a switch will make all 
10 servers connected to it unavailable. Sometimes redundant switches are used to address 
this problem but this approach further complicates scalability. Finally, external 
connections between the devices in such an application are slower than internal 
connections within a single device. 



15 
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SUMMARY OF THE INVENTION 

A server node with integrated networking capabilities is disclosed. According to 
one embodiment of the present invention, server nodes consist of one or more processors. 
The processors are configured to perform server functions as well as switch and router 
5 functions (e.g., network functions) including load balancing and fail-over. The server 
nodes also have a plurality of ports. These ports allow the server nodes to be combined to 
form blocks and networks as well as to provide connections to external networks. 

According to another aspect of the invention, a method and apparatus for a server 
block is disclosed. A server block consists of a plurality of server nodes and a plurality of 
1 0 signal paths connected with the ports of each server node. At least one path connected 
with each node provides an external connection to the server block and at least two paths 
connected with each node are connected with other server nodes in the block. When a 
server node receives a request, it determines whether it can handle the request. If possible, 
the server node handles the request. If the server node cannot handle the request, it routes 
1 5 the request to a second, neighboring server node. 

According to another aspect of the invention, a scalable, fault tolerant server node 
network topology may be constructed by interconnecting server blocks in a mesh-like 
topology. This computer network consists of a plurality of server blocks and a plurality of 
signal paths connected with the server blocks. At least one signal path connected with 
20 each server block provides an external connection to the network and at least two signal 
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paths connected with each server block are connected with other server blocks in the 



network. 

BRIEF DESCRIPTION OF THE DRAWINGS 

5 The appended claims set forth the features of the invention with particularity. The 

invention, together with its advantages, may be best understood from the following 
detailed description taken in conjunction with the accompanying drawings of which: 

Figure 1 is a block diagram illustrating a prior art approach to combining multiple 
servers; 

10 Figure 2 is a block diagram illustrating a prior art server farm architecture; 

Figure 3 is a block diagram conceptually illustrating interconnection of server 
nodes according to one embodiment of the present invention; 

Figure 4 is a flowchart illustrating switching and routing functions of a server 
node according to one embodiment of the present invention; 
15 Figure 5 is a block diagram illustrating physical interconnection of server node 

cards within a card rack according to one embodiment of the present invention; 

Figure 6 is a block diagram conceptually illustrating interconnection of multiple 
server blocks according to one embodiment of the present invention; 

Figure 7 is a block diagram illustrating physical interconnection of multiple server 
20 blocks within multiple card racks according to one embodiment of the present invention; 
and 
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Figure 8 is a block diagram of a server node board according to one embodiment 
of the present invention. 

DETAILED DESCRIPTION 

5 A server node with integrated networking capabilities is disclosed. According to 

one embodiment of the invention, a server node consists of one or more processors. The 
processors are configured to perform server functions as well as switch and router 
functions. The server nodes also have a plurality of ports. These ports allow the server 
nodes to be connected combined to form blocks and networks as well as to provide 

10 connection to external networks. When a server node receives a request, it determines 
whether it can handle the request. If possible, the server node handles the request. If the 
server node cannot handle the request, it routes the request to a second, neighboring 
server node. 

According to another embodiment of the invention, a novel grouping and 
15 interconnection of server nodes, referred to as a "server block" is disclosed. A server 

block consists of a plurality of server nodes and a plurality of signal paths connected with 
the ports of each server node. At least one path connected with each node provides an 
external connection to the server block and at least two paths connected with each node 
are connected with other server nodes in the block. 
20 According to another embodiment of the invention, a scalable, fault tolerant 

server node network topology is disclosed. This server node network topology consists of 
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a plurality of server blocks and a plurality of signal paths connected with the server 
blocks. At least one signal path connected with each server block provides an external 
connection to the network and at least two signal paths connected with each server block 
are connected with other server blocks in the network. 
5 In the following description, for the purposes of explanation, numerous specific 

details are set forth in order to provide a thorough understanding of the present invention. 
It will be apparent, however, to one skilled in the art that the present invention may be 
practiced without some of these specific details. In other instances, well-known structures 
and devices are shown in block diagram form. 

10 The present invention includes various steps, which will be described below. The 

steps of the present invention may be performed by hardware components or may be 
embodied in machine-executable instructions, which may be used to cause a general- 
purpose or special-purpose processor or logic circuits programmed with the instructions 
to perform the steps. Alternatively, the steps may be performed by a combination of 

1 5 hardware and software. 

As explained above, one method used to increase reliability and scalability has 
been to combine multiple servers into a server farm. This approach has drawbacks such as 
requiring large amounts of physical space and reduced reliability due to failures in shared 
equipment such as routers and switches. The present invention, instead of using separate 

20 pieces of equipment, uses a server with an integrated switch. Further, this switch includes 
some routing and load balancing functions. These server nodes can then be combined to 
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form a block of servers (a "server block") that performs many of the same functions of 
the traditional server farms. Further, these server blocks can then be combined to build 
larger networks of servers that are compact in size and highly fault tolerant. 

Figure 3 is a block diagram conceptually illustrating interconnection of server 

5 nodes according to one embodiment of the present invention. This block of server nodes 
300 consists of six server nodes SN1-SN6. Each server node has four ports. Server node 
SN1, for example, is interconnected with nodes SN2, SN3 and SN6 and one port is used 
for an external connection 30 L Other nodes are interconnected in a similar fashion. For 
example, server node SN4 is interconnected with nodes SN3, SN6, and SN5 and one port 

10 is used for an external connection 308. While all nodes SN1-SN6 have four ports, not all 
nodes are connected to three other nodes. For example, server node SN2 is connected to 
two other server nodes SN1 and SN3 and has two external connections 302 and 303. 
Likewise, server node SN5 is connected to two other server nodes SN4 and SN6 and has 
two external connections 306 and 307. 

1 5 Each node in the block 300 performs normal server function as well as switching, 
routing, load balancing, and fail-over functions. Routing gives loop free paths and 
automatic dealing with failed nodes but no load balancing. Load balancing can be handled 
in various manners but in the preferred embodiment this function is performed as detailed 
in co-pending U.S. Patent Application No. , entitled "Load-Balancing 

20 Anycasting and Routing In a Network" filed on . To summarize, in this 

embodiment, load balancing is performed by continuously calculating the load, response 
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time and link traffic load on all possible connections and picking the one that, at this 
point in time, can provide the quickest response. Because this is a distributed calculation, 
each node does not need to know how to access all other nodes, it only needs to know 
how to access its neighboring nodes. Therefore, routing tables can be very small since a 

5 node only needs to know its immediate neighbors and not the entire network. 

Figure 4 is a flowchart illustrating switching and routing functions of a server 
node according to one embodiment of the present invention. First, at processing block 
400, a server node receives a request. This request may be from another, neighboring 
server node or an external network such as the internet. The server node then determines 

1 0 whether it can handle this request at decision block 4 1 0. This determination may be based 
on the present load of the server node, whether requested information is locally available 
on the server node, or other considerations. If the server node is able to handle the request 
it does so at processing block 420. If unable to handle the request, then at processing 
block 430, the server node determines the present load of each available neighboring 

15 server node and routes the request to the server node with the lightest load at processing 
block 440. 

Figure 5 is a block diagram illustrating physical interconnection of server node 
cards within a card rack 516 according to one embodiment of the present invention. In 
this example, the card rack 516 implements server node block 500 which consists of six 
20 server nodes SN1-SN6. Each server node is constructed on a card represented as 509-5 1 5 
that could be stored in the card rack 516. Additionally, each block includes an interface 
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card 515. This interface card 515 provides all external connections and provides all 
necessary buffering. Connections between all server node cards 509-514 and between 
server node cards and the interface card 5 1 5 can then be made through a series of jumpers 
on the back of each card in the card rack 516. For example, server node card SN1 is 
5 connected to server node cards SN2, SN3, and SN6 through jumpers 525-527 and to the 
interface card 515 through jumper 528. The other cards in the rack are connected in 
similar fashion to construct the server block 500. 

Several server blocks 500 can be interconnected to form a larger network of 
servers. Figure 6 is a block diagram conceptually illustrating interconnection of multiple 

10 server blocks according to one embodiment of the present invention. Here, four server 
blocks 610-640 are interconnected to form a server network. In such a network, at least 
two nodes of a block are connected to at least two nodes of another block. In the example 
illustrated in Figure 6, block 610 is connected with block 620 and block 630. Server node 
SN2 of block 610 is connected to server node SN4 of block 620 and server node SN3 of 

15 block 610 is connected to server node SN5 of block 620. Likewise, server node SN5 of 
block 610 is connected to server node SN1 of block 630 and server node SN6 of block 
610 is connected to server node SN2 of block 630. Further, in this example, block 620 
and block 630 are connected in a similar manner to block 640. 

Each server block 610-640 has a total of eight external connections A-H. Those 

20 connections not used for interconnecting to another server block are available for 

connection to an external network. For example, block 610 has four connections available 
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for connection to an external network A, B, G, and H. Each of the other blocks 620-630 
likewise have four connections available for connection to an external network. Block 
620 has connections A-D, block 630 has connections E-H and block 640 has connections 
C-F all available for connection to an external network. 
5 As explained above, each server node is connected to at least two other server 

nodes in the network. Further, each server node has integral switching and routing 
capabilities. Interconnections of server blocks as illustrated in Figure 6 makes efficient 
use of the switching and routing capabilities of the individual server nodes and creates a 
highly fault tolerant server network. For example, if server node SN5 of block 620 were 

10 to fail, the network could still operate normally. Once server node SN5 of block 620 
failed, the neighboring nodes such as server nodes SN4 and SN6 of block 620, SN3 of 
block 610, and SN1 of block 640 would detect the failure and remove the failed nodes 
from their routing tables. Transactions passing through the neighboring nodes could then 
be routed around the failed node and thereby allow the network to function with a 

1 5 minimum of disruption. 

A network constructed of servers nodes having four ports in the manner illustrated 
with reference to figure 6 will have some practical size limitations. Using server nodes 
with four ports limits the network size to approximately 200 nodes. In alternative 
embodiments of the present invention, each server node may have more than four ports. 

20 For example, each server node may have six ports. With six ports, the basic server block 
structure illustrated with reference to figure 3 may be maintained with the addition of two 
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more ports available for connection to other blocks. These additional ports can be used to 
extended the network described with reference to figure 6 into a three dimensional 
topology. By using server nodes with six ports and a three dimensional topology, highly 
fault tolerant networks can be constructed which use up to 5 12 server nodes. 

5 As explained above, each server node can be constructed on a single printed 

circuit board that can then be mounted in a card rack and configured to form a server 
block. These rack mounted server blocks can then be interconnected to form a server 
network. Figure 7 is a block diagram illustrating physical interconnection of multiple 
server blocks within multiple card racks according to one embodiment of the present 

10 invention. In this example, four blocks block 710 - block 740 are illustrated. Each block 
constructed in a card rack consists of server node cards 700 and an interface card 701. 
The interface cards 701 provide connections to external networks or devices as well as 
allow interconnection to other blocks 703 to form a server network. In this manner, a 
highly fault tolerant and easily scalable network can be built. 

1 5 Figure 8 is a block diagram of a server node board according to one embodiment 

of the present invention. Each server node 800 contains a main processor 810 and a 
network interface processor 825. The main processor 810 with its dedicated memory 815 
is connected through bus A 840 to a mass storage interface 805. This interface 805 
provides a connection 850 to external storage devices (not shown) such as disk arrays. 

20 The main processor 810 is connected through bus B 845 to the network interface 

processor 825, shared memory 830, and system flash memory 835. The system flash 
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memory 835 provides system operation instructions to both the main processor 810 and 
the network interface processor 825. The network interface processor 825 with its 
dedicated memory 820 provides the server node ports 855 and performs network 
functions including switching, routing, load balancing and fail-over processing. The 
5 shared memory 830 is used by both the main processor 8 1 0 and the network interface 
processor 825. This memory 830 is used to store message packets sent and received 
through the network interface processor 825. 



Docket No.: 082225.P4249 
Express Mail No.: EL695838575US 



CLAIMS 



What is claimed is: 

1 

2 1. An apparatus comprising: 

3 one or more processors, the one or more processors configured to perform server 

4 functions and switch and router functions including load balancing and 

5 fail-over; and 

6 a plurality of ports coupled with the one or more processors 



1 2. The apparatus of claim 1, wherein said server node comprises a single printed 

2 circuit board 

1 3. The apparatus of claim 1, where the plurality of ports comprises four ports. 

1 4. The apparatus of claim 2, wherein the printed circuit board is rack mountable and 

2 the plurality of ports are accessible as connection points on the card rack. 

1 5. A server block comprising: 

2 a plurality of server nodes, each server node comprising a server with integrated 

3 switching, routing, load balancing and fail-over functions and a plurality 
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4 of ports, at least one port of the plurality of ports configured for 

5 connection to an external network; and 

6 a plurality of signal paths connected with the plurality of ports of the server nodes 

7 of the plurality of server nodes, at least two of the plurality of ports of each 

8 server node of the plurality of server nodes connected with another server 

9 node of the plurality of server nodes in the server block. 

1 6. The apparatus if claim 5, wherein each said server node of the plurality of server 

2 nodes comprises one printed circuit board. 

1 7. The apparatus of claim 6, wherein the printed circuit board is rack mountable and 

2 the plurality of ports of each server node of the plurality of server nodes are 

3 accessible as connection points on the card rack and the server block is 

4 constructed in one card rack by interconnecting the connection points on the card 

5 rack. 

1 8. The apparatus of claim 7, wherein the external connections of the server block are 

2 provided through an interface card in the card rack, the interface card being 

3 connected to the plurality of server nodes through connection points on the card 

4 rack. 
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19. A computer network comprising: 

2 a plurality of server blocks wherein each server block comprises; 

3 a plurality of server nodes, each server node comprising a server with 

4 integrated switching, routing, load balancing and fail-over 

5 functions and a plurality of ports, and 

6 a plurality of signal paths connected with the plurality of ports of each 

7 server node of the plurality of server nodes, at least one signal path 

8 connected with each server node of the plurality of server nodes 

9 providing an external connection to a server block, and at least two 

1 0 signal paths of the plurality of signal paths connected with each 

1 1 server node of the plurality of server nodes being connected with 

12 other server nodes of the plurality of server nodes in the block; and 

13 a plurality of signal paths connected with the server blocks, at least one signal 

14 path connected with each server block of the plurality of server blocks 

15 providing an external connection to the network, and at least two signal 

1 6 paths of the plurality of signal paths connected with each server block of 

1 7 the plurality of server blocks being connected with other server blocks of 

1 8 the plurality of server blocks. 



Docket No.: 082225.P4249 
Express Mail No.: EL695838575US 



15 



1 1 0. The apparatus of claim 9, wherein each server node of the plurality of server 

2 nodes comprises one printed circuit board. 

1 11. The apparatus of claim 1 0, wherein the printed circuit board is rack mountable 

2 and the plurality of ports of each server node of the plurality of server nodes are 

3 accessible as connection points on the card rack and a server block is constructed 

4 in one card rack by interconnecting the connection points on the card rack. 

1 12. The apparatus of claim 1 1 , wherein the external connections of the plurality of 

2 server blocks are provided through an interface card in the card rack, the interface 

3 card being connected to the plurality server nodes through connection points on 

4 the card rack. 

1 13. A method of operating a first server node comprising: 

2 receiving a request; 

3 determining whether to service the request; 

4 if unable to service the request, routing the request to a second server node 

5 coupled with the first server node. 

1 14. The method of claim 13, wherein determining whether the first server node can 

2 service the request is based on the present load of the first server node. 
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1 15. The method of claim 13, wherein routing further includes load balancing. 

1 16. The method of claim 1 5 , wherein load balancing comprises : 

2 determining the present load of one or more other server nodes coupled with the 

3 first server node; and 

4 routing the message to the server node of the one or more server nodes with the 

5 lightest load. 

1 17. A machine-readable medium having stored thereon data representing sequences of 

2 instructions, the sequences of instructions which, when executed by a processor, 

3 cause a first server node to: 

4 receive a request; 

5 determine whether to service the request; 

6 if unable to service the request, route the request to a second server node coupled 

7 with the first server node. 

1 18. The machine-readable medium of claim 1 7, wherein determining whether the first 

2 server node can service the request is based on the present load of the first server 

3 node. 
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1 1 9. The machine-readable medium of claim 1 7, wherein routing further includes load 

2 balancing. 

1 20. The machine-readable medium of claim 19, wherein load balancing further 

2 comprises: 

3 determining the present load of one or more other server nodes coupled with the 

4 first server node; and 

5 routing the message to the server node of the one or more server nodes with the lightest 

6 load. 
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ABSTRACT 

According to one aspect of the invention, a method and apparatus for a server 
node is disclosed. This server node consists of one or more processors. The processors are 
configured to perform server functions as well as switch and router functions including 
5 load balancing and fail-over. The server nodes also have a plurality of ports. These ports 
allow the server nodes to be connected combined to form blocks and networks as well as 
to provide connection to external networks. When a server node receives a request, it 
determines whether it can handle the request. If possible, the server node handles the 
request. If the server node cannot handle the request, it routes the request to a second, 

1 0 neighboring server node. 

According to another aspect of the invention, a method and apparatus for a server 
block is disclosed. This server block consists of a plurality of server nodes and a plurality 
of signal paths connected with the ports of each server node. At least one path connected 
with each node provides an external connection to the server block and at least two paths 

15 connected with each node are connected with other server nodes in the block. 

According to another aspect of the invention, a method and apparatus for a 
computer network is disclosed. This computer network consists of a plurality of server 
blocks and a plurality of signal paths connected with the server blocks. At least one signal 
path connected with each server block provides an external connection to the network and 

20 at least two signal paths connected with each server block are connected with other server 
blocks in the network. 
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As a below named inventor, I hereby declare that: 

My residence, post office address and citizenship are as stated below, next to my name. 

I believe I am the original, first, and sole inventor (if only one name is listed below) or an original, 
first, and joint inventor (if plural names are listed below) of the subject matter which is claimed and 
for which a patent is sought on the invention entitled 

A SERVER NODE WITH INTEGRATED NETWORKING CAPABILITIES 



the specification of which 
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is attached hereto, 
was filed on 



as 



United States Application Number 

or PCT International Application Number, 
and was amended on 



(if applicable) 

I hereby state that I have reviewed and understand the contents of the above-identified 
specification, including the claim(s), as amended by any amendment referred to above. I do not 
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America before my invention thereof, or patented or described in any printed publication in any 
country before my invention thereof or more than one year prior to this application, that the same 
was not in public use or on sale in the United States of America more than one year prior to this 
application, and that the invention has not been patented or made the subject of an inventor's 
certificate issued before the date of this application in any country foreign to the United States of 
America on an application filed by me or my legal representatives or assigns more than twelve 
months (for a utility patent application) or six months (for a design patent application) prior to this 
application. 

I acknowledge the duty to disclose all information known to me to be material to patentability as 
defined in Title 37, Code of Federal Regulations, Section 1.56. 

I hereby claim foreign priority benefits under Title 35, United States Code, Section 119(a)-(d), of any 

foreign application(s) for patent or inventor's certificate listed below and have also identified below 

any foreign application for patent or inventor's certificate having a filing date before that of the 

application on which priority is claimed: , ^ 
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I hereby claim the benefit under title 35, United States Code, Section 1 19(e) of any United States 
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(Application Number) Filing Date 



(Application Number) Filing Date 



I hereby claim the benefit under Title 35, United States Code, Section 120 of any United States 
application(s) listed below and, insofar as the subject matter of each of the claims of this application 
is not disclosed in the prior United States application in the manner provided by the first paragraph 
of Title 35, United States Code, Section 1 12, I acknowledge the duty to disclose all information 
known to me to be material to patentability as defined in Title 37, Code of Federal Regulations, 
Section 1.56 which became available between the filing date of the prior application and the national 
or PCT international filing date of this application: 



(Application Number) Filing Date (Status - patented, 

pending, abandoned) 



(Application Number) Filing Date (Status - patented, 
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and Trademark Office connected herewith. 
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ZAFMAN LLP, 12400 Wilshire Boulevard 7th Floor, Los Angeles, California 90025 and direct 
telephone calls to (303) 740-1980. 



Docket No. 082225. P4249 
Express Mail No. EL 695838575US 



I hereby declare that all statements made herein of my own knowledge are true and that all 
statements made on Information and belief are believed to be true; and further that these 
statements were made with the knowledge that willful false statements and the like so made 
are punishable by fine or imprisonment, or both, under Section 1001 of Title 18 of the United 
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application or any patent issued thereon. 
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Inventor's Signature Date . 



Residence Sunnyvale, CA Citizenship United States of America 

(City, State) (Country) 

Post Office Address 1146 Quince Avenue 

Sunnyvale, CA 94087 

Full Name of Third/Joint Inventor Raqhvendra Singh 



Inventor's Signature Date . 



Residence Mountain View, CA Citizenship India 



(City, State) (Country) 

Post Office Address 707 Continental Circle #1236 

Mountain View, CA 94040 



Full Name of Fourth/Joint Inventor 



Inventor's Signature Date . 
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(City, State) (Country) 
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APPENDIX A 



William E. Alford, Reg. No. 37,764; Farzad E. Amini, Reg. No. P42.261; Aloysius T. C. AuYeung, Reg. No. 
35,432; William Thomas Babbitt, Reg. No. 39,591; Carol F. Barry, Reg. No. 41,600; Jordan Michael 
Becker, Reg. No. 39,602; Lisa N. Benado, Reg. No. 39,995; Bradley J. Bereznak, Reg. No. 33,474; 
Michael A. Bernadicou, Reg. No. 35,934; Roger W. Biakely, Jr., Reg. No. 25,831; R. Alan Burnett, Reg. 
No. 46,149; Gregory D. Caldwell, Reg. No. 39,926; Andrew C. Chen, Reg. No. 43,544; Thomas M. 
Coester, Reg. No. 39,637; Donna Jo Coningsby, Reg. No. 41,684; Florin Corie, Reg. No. 46,244; Dennis 
M. deGuzman, Reg. No. 41,702; Stephen M. De Klerk, Reg. No. P46,503; Michael Anthony DeSanctis, 
Reg. No. 39,957; Daniel M. De Vos, Reg. No. 37,813; Robert Andrew Diehl, Reg. No. 40,992; Sanjeet 
Dutta, Reg. No. P46,145; Matthew C. Fagan, Reg. No. 37,542; Tarek N. Fahmi, Reg. No. 41,402; Mark J. 
Fink, Reg No. 45,270; George Fountain, Reg. No. 37,374; Paramita Ghosh, Reg. No. 42,806; James Y. 
Go, Reg. No. 40,621; James A. Henry, Reg. No. 41,064; Libby N. Ho, Reg. No. P46,774; Willmore F. 
Holbrow 111, Reg. No. P41,845; Sheryl Sue Holloway, Reg. No. 37,850; George W Hoover II, Reg. No. 
32,992; Eric S. Hyman, Reg. No. 30,139; William W. Kidd, Reg. No. 31,772; Sang Hui Kim, Reg. No. 
40,450; Walter T. Kim, Reg. No. 42,731; EricT. King, Reg. No. 44,188; Erica W. Kuo, Reg. No. 42,775; 
George Brian Leavell, Reg. No. 45,436; Kurt P. Leyendecker, Reg. No. 42,799; Gordon R. Lindeen III, 
Reg. No. 33,192; Jan Carol Little, Reg. No. 41,181; Joseph Lutz, Reg. No. 43,765; Michael J. Mailie, Reg. 
No. 36,591; Andre L. Marais, under 37 C.F.R. § 10.9(b); Paul A. Mendonsa, Reg. No. 42,879; Clive D. 
Menezes, Reg. No. 45,493; Chun M. Ng, Reg. No. 36,878; Thien T. Nguyen, Reg. No. 43,835; Thinh V. 
Nguyen, Reg. No. 42,034; Dennis A. Nicholis, Reg. No. 42,036; Daniel E. Ovanezian, Reg. No. 41,236; 
Kenneth B. Paley, Reg. No, 38,989; Marina Portnova, Reg. No. P45,750; William F. Ryann, Reg. 44,313; 
James H. Salter, Reg. No. 35,668; William W. Schaal, Reg. No. 39,018; James C. Scheller, Reg. No. 
31,195; Jeffrey Sam Smith, Reg. No. 39,377; Maria McCormack Sobrino, Reg. No. 31,639; Stanley W. 
Sokoloff, Reg. No. 25,128; Judith A. Szepesi, Reg. No. 39,393; Vincent P. Tassinari, Reg. No. 42,179; 
Edwin H. Taylor, Reg. No. 25,129; John F. Travis, Reg. No. 43,203; Joseph A. Twarowski, Reg. No. 
42,191; Mark C. Van Ness, Reg. No. 39,865; Tom Van Zandt, Reg. No. 43,219; Lester J. Vincent, Reg. 
No. 31,460; Glenn E. Von Tersch, Reg. No. 41,364; John Patrick Ward, Reg. No. 40,216; Mark L 
Watson, Reg. No. P46,322; Thomas C. Webster, Reg. No. P46,154; Steven D. Yates, Reg. No. 42,242; 
and Norman Zafman, Reg. No. 26,250; my patent attorneys, and Firasat Ali, Reg. No. 45,715; and Justin 
M. Dillon, Reg. No. 42,486; my patent agents, of BLAKELY, SOKOLOFF, TAYLOR & ZAFMAN LLP, with 
offices located at 12400 Wilshire Boulevard, 7th Floor, Los Angeles, California 90025, telephone (310) 
207-3800, James R. Thein, Reg. No. 31,710, my patent; and Kenneth Olsen, Reg. No. 26,493; Timothy J. 
Crean, Reg. No. 37,116; Roberts. Hauser, Reg. No. 37,847; Joseph T. FitzGerald, Reg. No. 33,881; 
Christine S. Lam, Reg. No. 37,489; Anirma Rakshpal Gupta, Reg. No. 38,275; Alexander E. Silverman, 
Reg. No. 37,940; of SUN MICROSYSTEMS, INC. with full power of substitution and revocation, to 
prosecute this application and to transact all business in the Patent and Trademark Office connected 
herewith. 



Docket No. 082225.P4249 
Express Mail No. EL 695838575US 



APPENDIX B 

Title 37, Code of Federal Regulations, Section 1 .56 
Duty to Disclose Information Material to Patentability 

(a) A patent by its very nature is affected with a public interest. The public interest is best served, 
and the most effective patent examination occurs when, at the time an application is being examined, the 
Office is aware of and evaluates the teachings of all information material to patentability. Each individual 
associated with the filing and prosecution of a patent application has a duty of candor and good faith in 
dealing with the Office, which includes a duty to disclose to the Office all information known to that individual 
to be material to patentability as defined in this section. The duty to disclosure information exists with respect 
to each pending claim until the claim is cancelled or withdrawn from consideration, or the application becomes 
abandoned. Information material to the patentability of a claim that is cancelled or withdrawn from 
consideration need not be submitted if the information is not material to the patentability of any claim 
remaining under consideration in the application. There is no duty to submit information which is not material 
to the patentability of any existing claim. The duty to disclosure all information known to be material to 
patentability is deemed to be satisfied if all information known to be material to patentability of any claim 
issued in a patent was cited by the Office or submitted to the Office in the manner prescribed by §§1 .97(b)-(d) 
and 1 .98. However, no patent will be granted on an application in connection with which fraud on the Office 
was practiced or attempted or the duty of disclosure was violated through bad faith or intentional misconduct. 
The Office encourages applicants to carefully examine: 

(1) Prior art cited in search reports of a foreign patent office in a counterpart application, and 

(2) The clpsest information over which individuals associated with the filing or prosecution of a 
patent application believe any pending claim patentably defines, to make sure that any material information 
contained therein is disclosed to the Office. 

(b) Under this section, information is material to patentability when it is not cumulative to 
information already of record or being made or record in the application, and 

(1) It establishes, by itself or in combination with other information, a prima facie case of 
unpatentability of a claim; or 

(2) It refutes, or is inconsistent with, a position the applicant takes in: 

(i) Opposing an argument of unpatentability relied on by the Office, or 

(ii) Asserting an argument of patentability. 

A prima facie case of unpatentability is established when the information compels a conclusion that a claim is 
unpatentable under the preponderance of evidence, burden-of-proof standard, giving each term in the claim 
its broadest reasonable construction consistent with the specification, and before any consideration is given to 
evidence which may be submitted in an attempt to establish a contrary conclusion of patentability. 

(c) Individuals associated with the filing or prosecution of a patent application within the 
meaning of this section are: 

(1) Each inventor named in the application; 

(2) Each attorney or agent who prepares or prosecutes the application; and 

(3) Every other person who is substantively involved in the preparation or prosecution of the 
application and who is associated with the inventor, with the assignee or with anyone to whom there is an 
obligation to assign the application. 

(d) Individuals other than the attorney, agent or inventor may comply with this section by 
disclosing information to the attorney, agent, or inventor. 
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